Create Tyro API password

Version: 1.00 | Last Modified on 12/08/2026 10:45 am AEST

This guide explains how to create a Tyro API password, which is used to link a bank account in Zedmed to Tyro
eCommerce. Payments for the bank account owner will be processed by Tyro and deposited into that bank account
the next day.

Step 1 - Set up your Administrator account

1. Loginto Tyro's eCommerce portal with the credentials provided by Tyro for your eCommerce account.

URL: https://tyro.gateway.mastercard.com/ma\
Change your password when prompted.

Log in with the new password.

Create a 2FA by scanning the QR code with your 2FA app
Enter the 2FA code into the fields provided.

Login again using the 2FA.
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Step 2 - Create an Operator (integrations) account
In this step, you will create an account with elevated privileges and then log in to that account.

1. Select Admin > Operators.

tyro

Home | Search~  Admin-  Transaction Fiering~ Logout
View Orders Created Tol Oparator: Processed Today

Change Password

Software Download

Welcome suparuser, your la  Device Payments 10:03.

News

2. Select Create a New Merchant Administrator Operator
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Home Search~ Admin~ Transaction Filtering = Logout
Admin - Operator List
Create an Operator
-
Edit an Operator
Operator ID Operator Name Description
Administrator superuser Edit
3. Fillin the Operator Details.
e Operator ID - enter a logical name. E.g Integrations.
e Operator Name - you can use the same name used for the Operator ID.
e Enter and confirm the password.
Home Search~  Admin~  Transaction Filtering ~ Logout
Admin - Operator Details
Operator Details
Merchant TYRO_172691
Operator ID g Integrations
Operator Name | Integrations
Password must include:
Description
” « At least one character from
Password o Wl Weak e toliowing categories
o Numeric digit
Confirm Password ‘I‘( ® = Special character
Email Address @
Locale English {United States) v
TimaZone Australia/Melbourne ~

4. Further down the page, tick the following permissions:
e View Report Pages
e Download Order Search Results.
e May Configure Integration Settings.
e May Configure Integration Settings.
e May Configure Email and Webhook Notifications.
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General
View Report Pages
Download Order Search Results
Download Transaction and Payment Authentication Search Results [
Allow Merchant Administration Documentation Download [
May Perform Risk Assessment Review [
May Bypass Risk Management [
May Configure Transaction Filtering [
May Configure Integration Settings
May Configure Reporting API Integration Settings
May Configure Email and Webhook Noetifications |}
May Maintain Tokens [
May View Dashboard [

5. Select Submit.

You will now see the new account in the Operator list.

tyro

Home  Search»  Adminw  Transaction Filtering = Logout

Admin - Operator List

Create an Operator

Crasta 3 Maw Marchant Administration Operator

Edit an Operator

Operator 1D Operator Name Description
Administrator superuser Edit
| Integrations Integrations Change Password Edit Delete ]
6. Logout.

Step 3 - Generate your Integration API password

In this step, you will log in using your Operator account (called Integrations) and create an APl password, whihc will
be used in Zedmed to connect your bank account to Tyro eCommerce.

1. Logintothe eCommerce portal with the operator account you created in Step 1.
This time, the Operator ID will be Integrations
URL: https://tyro.gateway.mastercard.com/ma.
You will be asked to:
a) Change your password
b) Log in again
c) Create a 2FA using the QR code
d) Login again
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Tyro eCommerce

Merchant ID

Operator ID

Integrations

Password

| |

Forgot Password

2. Select Admin > Integration Settings.

tyro

Home Search~ Reports~ Admin~ Logout

hange Passwor
View Orders Created Today View 1 Change Cansined

Software Download

Welcame Integrations, your last login was TTIntegration Settings
Device Payments
Webhook Notifications

News
Merchant Emails

Customer Emails

3. Select Edit.

tyro

Home  Search~  Reports=  Admin~

Logout

Admin - Integration Settings

o Modify your Integration settings below

Integration Authentication

P Your MSO has configured you to use password based authentication. [}

Password 1 MNot Enabled

Passwiord 2 Mot Enabled

4. Tick the Password 1 box to enable this new APl Password
5. Select Generate New.

Home  Search~  Reportsw  Admin~ Logout
Admin - Integration Authentication Passwords
° Modify your Integration Authentication Passwords below
Passwiord 1 =
Enable Integration Access Vig
Generated Un: 6/21/24 10:19 AM by
Integrations
Password 2 0
Enable Integration Access Via
Password: Generate New
Cancel ‘ Submit ]
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6. Select Submit.
7. Take a copy of the password.

You will need to provide this password to your PM/Admin, who will use it to enable your bank account for
eCommerce payments.

tyro

Home Search~ Reports~ Admin~ Logout

Admin - Integration Settings

o Modify your Integration settings below

Integration Authentication -
Edit

Your MSO has configured you to use password based authentication.

o

passvord 1 NI

Password 2 Not Enabled

Step 4 - Generate your Reporting password
This is not mandatory, but it is required if you want to use theePayment Reconciliation report.

1. Select Admin > Reporting API Integration Settings.

tyro

Home Search~ Reports~ Admin= Logout

View Orders Creared Today Wiew 1 Login and Security
Softvrare Dowmload
Neear;

Welcome Integrations, your last login was | Flo ng API Integration Settings

Device Payments

Wabhook Metifications

MNews
Merchant Emails

Customer Emails

2. Select Edit.

tyro

Home Search= Reports~ Admin= Logout

Admin - Reporting API Integration Settings
2 Modify your Reporting AP Integration settings belewe

Reporting API Integration Authentication

Your MSO has configured you to use passweord based authentication.

Password 1 Mot Enabled

Pazsword 2 Mot Enabled

3. Tick the Password 1 box to enable this new Password.
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Home Search= Reports = Admin= Logout

Admin - Reporting API Integration Authentication Passwords
Py Medify your Reporting APD Integration Authentication Passwords babow

e
Enable Reporting APL

Integration Access Vi e ale
Password

Ganerated On: 8/26/25 11:11 AM by
Integrations

Password 2 Enable Rgporting APT
Integration Access Via & abe Mew
Passwiord:
ZE ﬁ
4. Select Generate New.
5. Select Submit.
Home Search~= Reports = Admin~ Logout
Admin - Reporting API Integration Settings
Medify your Reporting APT Integration settings belowe
Reporting API Integration Authentication =5
it
o Your MS0 has configured you to use password based authentication.
I Passveord 1 1bc62f l
Passviord 2 Mot Enabled

6. Take a copy of the password.

You will need to provide this password to your PM/Admin, who will use it to enable your bank account for
eCommerce payments.
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